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Data Breaches

A Primer on Personal Data Breach Reporting Under the European
Union’s General Data Protection Regulation

Data Breach Response

Under the new European Union privacy regime, the General Data Protection Regulation,

a data controller must notify the competent regulator and a data processor must notify its

data controller of a personal data breach without undue delay and where feasible not less

than 72 hours after becoming aware of the breach, so processors and controllers in the U.S.

that have cybersecurity insurance should ask their insurance brokers about endorsements

that address the areas of exposure presented by the GDPR, the author writes.

BY MELISSA KRASNOW

This article concisely describes personal data breach
reporting by data processors and data controllers under
the European Union’s General Data Protection Regula-
tion (GDPR) in the wake of the Article 29 Data Protec-
tion Working Party Guidelines on Personal data breach
notification under Regulation 2016/679 adopted on Oct.
3, 2017 and as last revised and adopted on February 6.

Data processors and data controllers in the U.S. that
have cyber liability insurance or are contemplating the
purchase of cyber liability insurance should ask their
insurance brokers about endorsements that address the
areas of exposure presented by the GDPR.

Personal Data Breach Reporting By a Data Processor
and GDPR Definitions A data processor must notify the
data controller without undue delay after becoming
aware of a personal data breach. Art. 33(2). Data pro-
cessor means a person that processes personal data on
behalf of the data controller. Art. 4(8). Data controller
means a person which, alone or jointly with others, de-
termines the purposes and means of the processing of
personal data. Art. 4(7). Personal data breach means a
breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of,
or access to, personal data transmitted, stored or other-
wise processed. Art. 4(12). Personal data means any in-
formation that relates to an identified or identifiable liv-
ing individual; an identifiable natural person is one who
can be identified, directly or indirectly, in particular by
reference to an identifier such as a name, an identifica-
tion number, location data, an online identifier or to one
or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of
that natural person. Art. 4(1). Processing means any op-
eration or set of operations performed on personal data
or on sets of personal data, whether by automated
means. Art. 4(2). Data subject means a natural person
to whom the personal data relates. Art. 4(1).
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Personal Data Breach Reporting By a Data Controller
A data controller must notify the competent supervisory
authority of a personal data breach without undue de-
lay and where feasible not less than 72 hours after the
data controller becomes aware of the personal data
breach, unless the personal data breach is unlikely to
result in a risk to the rights and freedoms of natural per-
sons. Art. 33(1).

When a data controller assesses the risk that is likely
to result from a breach, the data controller should con-
sider a combination of the severity of the potential im-
pact on the rights and freedoms of individuals and the
likelihood of these occurring. As noted in the Guide-
lines, the European Union Agency for Network and In-
formation Security (ENISA) has issued recommenda-
tions for a methodology of assessing the severity of a
breach, which data controllers and data processors may
find useful when designing their breach management
response plans.

The data controller should consider the following cri-
teria when assessing the risk to individuals as a result
of a breach:

s the type of breach that has occurred;
s the nature, sensitivity and volume of personal

data;
s the ease of identification of individuals;
s the severity of consequences for individuals;
s special characteristics of the individual;
s special characteristics of the data controller; and
s the number of affected individuals.

In the first notification, the data controller should in-
form the supervisory authority if the data controller
does not have all the information required for reporting
and subsequently will provide more details. Art. 33(4).
If it is not possible to provide the information required
for reporting at the same time, the information may be
provided in phases without undue further delay. Id.

When the notification by the data controller to the su-
pervisory authority is not made within 72 hours, it shall
be accompanied by reasons for the delay, which is per-
missible if the data controller provides reasons for the
delay. Art. 33(1) and . However, delayed notification
should not be viewed as something that regularly takes
place.

If in doubt, the data controller should err on the side
of caution and notify. Id. There is no penalty for report-
ing an incident that ultimately transpires not to be a
breach. Id.

The information required for reporting includes the
name and contact details of the data protection officer
or other contact point where more information can be
obtained and a description of:

s the nature of the personal data breach including
where possible, the categories and approximate num-
ber of data subjects concerned and of personal data re-
cords concerned;

s the likely consequences of the personal data
breach; and

s the measures taken or proposed to be taken by the
data controller to address the personal data breach, in-
cluding, where appropriate, measures to mitigate its
possible adverse effects. Art. 33(3).
In certain circumstances, where justified, and on the ad-
vice of law enforcement authorities, the data controller
may delay communicating the breach to the affected in-
dividuals until such time as it would not prejudice such

investigations. However, data subjects would still need
to be promptly informed after this time. Recital 88.

A data controller must communicate the personal
data breach to the data subjects without undue delay
when the personal data breach is likely to result in a
high risk to the rights and freedoms of natural persons
and the data controller has not either:

s implemented appropriate technical and organiza-
tional protection measures which were applied to the
personal data affected by the personal data breach and
render the personal data unintelligible to any person
who is not authorized to access it (e.g., encryption) or

s taken subsequent measures which ensure that the
high risk to the rights and freedoms of data subjects is
no longer likely to materialize. Art. 34(1) and Art. 34(3).

Where such communication of the personal data breach
to the data subjects would involve disproportionate ef-
fort, there instead shall be a public communication or
similar measure whereby the data subjects are in-
formed in an equally effective manner.

The communication must describe in clear and plain
language the nature of the personal data breach and in-
clude the name and contact details of the data protec-
tion officer or other contact point where more informa-
tion can be obtained and a description of:

s the likely consequences of the personal data
breach; and

s the measures taken or proposed to be taken by the
data controller to address the personal data breach, in-
cluding, where appropriate, measures to mitigate its
possible adverse effects. Art. 34(2) and Art. 33(3).
There is a high risk to the rights and freedoms of indi-
viduals where the breach:

s may lead to physical, material or non-material
damage for individuals whose data have been breached
and such damage includes discrimination, identity theft
or fraud, financial loss, damage to reputation, loss of
control over personal data or limitation of rights, unau-
thorized reversal of pseudonymization, loss of confi-
dentiality of personal data protected by professional se-
crecy or any other significant economic or social disad-
vantage to the natural person concerned. Recital 75 and
Recital 85; and

s involves personal data that reveals racial or ethnic
origin, political opinion, religion or philosophical be-
liefs, or trade union membership, or includes genetic
data, data concerning health or data concerning sex
life, or criminal convictions and offenses or related se-
curity measures. Id.
The data controller must document any personal data
breaches, comprising the facts relating to the personal
data breach (including its causes, what took place and
the personal data affected), its effects and conse-
quences and the remedial action taken by the data con-
troller. Art. 33(5). It also is recommended that the data
controller document its reasoning for the decisions
taken in response to a breach.

Annex A to the Article 29 Data Protection Working
Party Guidelines is a flowchart showing notification re-
quirements and Annex B to the Guidelines provides ex-
amples of different types of breaches involving risk or
high risk to individuals.
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To contact the editor responsible for this story: Don-
ald Aplin at daplin@bloomberglaw.com
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